Hpopunakruxka Handoee pacPOCTPAHCHHBIX BU/10B
NpecTyIJIeHHH MPOTHB HHPOPMALIMOHHOM 0€30IACHOCTH

KonuuecTBo nonp3oBareneil cetu MHTEpHET B Pecniybinnke benapych u ux
ceTeBas AaKTUBHOCTb HMEIOT YCTOWYMBYIO TeHJEHUUI0 pocrta. [lpuBenem
HEKOTOPbIE€ CTATUCTUYECKHE JIAHHBIE U3 OTKPBITHIX UCTOYHUKOB CETH UHTEPHET.

K suBapro 2019 rogma na 9,44 muH. xuteneil bemapycu mpuxoamnoch
11,87 miH. aOOHEHTOB MOOWJIBHOM CBSI3M, 3a T'oJ NpUpPOCT cocTaBui 3,1%.
KonnuecTBO HHTEPHET-NIOIB30BATENEN TaKKe MoKa3ano pocT 4,5% u paBHseTcs
7,03 MutH. uenoBek, uinu 74% HaceneHus.

THE ESSENTIAL HEADLINE DATA YOU NEED TO UNDERSTAND MOBILE, INTERNET, AND SOCIAL MEDIA USE

TOTAL MOBILE INTERNET ACTIVE SOCIAL MOBILE SOCIAL
POPULATION SUBSCRIPTIONS USERS MEDIA USERS MEDIA USERS

(iit) (& 7

9.44 11.87 7.03 3.80 3.14

MILLION MILLION MILLION MILLION MILLION
URBANISATION: vs. POPULATION: PENETRATION: PENETRATION: PENETRATION:

79% 126% 74% 40% 33%
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CambpIM TIONTYJISIpHBIM caiiToM siBiisieTcst YouTube, B cpeaHeM B JeHB
M0JIb30BaTeNb MPOBOAUT Ha HEM npumepHo 8 MUHYT 47 cexkyHa. Ha BTopom
Mecte google.com — 7 MUHYT 42 CEKyHIbl, HA TPETheM — CaWT COIICETH
«BKonraktre» ¢ peszyapraroMm 10 muHyT 4 cexkyHuael. B Ton-10 momamm
yandex.by, Mail.ru, tut.by, Onliner.by, google.by, OK.ru u Wikipedia.org.



ol ALEXA’S TOP WEBSITES

RANKING OF WEBSITES BY THE NUMBER OF VISITORS AND TOTAL PAGE VIEWS

#  WEBSITE TIME / DAY  PAGES / VISIT #  WEBSITE TIME / DAY  PAGES / VISIT

YOUTUBE.COM 08M 475 5.02 1 ALIEXPRESS.COM 12M 555 10.48
GOOGLE.COM 07M 425 9. 12 KUFARBY 13M 525
VE.COM 10M 048 .6 3 YANDEXRU 06M 355
YANDEXBY 04M 125 . ASB.BY 08M 025
MAILRU 05M 108 3.42 INSTAGRAM.COM 05M 475
TUT.BY 06M 405 2 AV.BY 14M 355
ONLIMNER.BY 08M 225 4.8 7 SEASONVAR.RU 02M 005
GOOGLE.BY 05M 275 73 KINOPOISK.RU 03M 375
OKRU 04M 365 O  GOOGILERU 05M 075

WIKIPEDIA.ORG 04M 155 KAL 0 21VEKBY 05M 515

TomoBsiM mouckoBeiM 3ampocoM Google B 2018 romy Oblna «moromay.
Heckonbko pexke Oenopychl HCKalud «BK» U «OJHOKIACCHUKW». [Ipu sTOoM
cnenu@uKa TOUCKOBBIX 3alpOCOB TMOKa3bIBAET, YTO TMOJB30BATEId HE
3alIOMHUHAIOT a/Ipeca TMOJIOOMBIIUXCS CANTOB, a WMIIYT UX B MOUCKOBUKE, UTO
MOJKET TIOBJIEYB MOMAJIaHUE Ha MOJUI0KHYIO KOIHIO HY)KHOTO pecypca.

il TOP GOOGLE SEARCH QUERIES IN 2018

BASED ON SEARCHES THROUGHOUT 2018

#  SEARCH QUERY INDEX SEARCH QUERY

01 noropja 100 il TAEOP
BK 79 AHOEKC
OOHOKNACCHMKM 57 : BKOHTAKTE
T 39 PELLIEBHMK
TYT BAA 37 5 GUIEME
IOTYE NEPEBOL
MNEPEBOAYMEK 5 OHINAHRHEP
HOBOCTH PACMMCAHME ABTOEYCOB
KYdaP 33 9 MaMN

PACNMCAHME 3 HWHTEPHET BAHKMHI
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AKTHBHBIC I10JIb30BaTEIU COLICETEM COCTABWIU 3,8 MJIH. YEJIOBEK, U3 HUX
no4yTu 83 MpolEeHTa TMOJb3YIOTCS COLCETSIMA C MOOWIBHBIX YCTPOWCTB.
Hanpumep, konuuectBo 6enopycckux noceruteneit BKontakre onenuBaercs B
3,5 muH., OTHOKIJIACCHUKOB — OKOJIO 2,7 MJIH., pekiamMHas ayautopus Instagram
cocrasiisieT 2,1 MutH. nmosp3oBareneit, Facebook — 1 mutH.

B benapycu oxomo 11,87 maH. MoOwmimbHbIX aOoHeHTOB (126%
HACEJICHHUS ), IIIUPOKOTIOJIOCHBINA TOCTYN UMEIOT 62% aOOHEHTOB.



BASED ON THE MUMBER OF CELLULAR CONNECTIONS (NOTE: NOT UNIQUE INDIVIDUALS)

TOTAL NUMBER MOBILE CONNECTIONS PERCENTAGE OF PERCENTAGE OF PERCEMNTAGE OF MOBILE
OF MOBILE AS A PERCENTAGE OF MOBILE CONNECTIONS MOBILE CONNECTIONS CONMNECTIOMNS THAT ARE
CONNECTIONS TOTAL POPULATION THAT ARE PRE-PAID THAT ARE POST-PAID BROADBAND (3G &4G)

e :

11.87 126% 53% 62%

MILLION
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CornacHo uccnenoBanusiMm, 81% OenopycoB umeer cuétr B Oanke, 46%
JENaloT TOKYNKWA WIM OIUIAYMBAIOT cueTa uepe3 HUHTepHeT. KoimuecTBo
BBIJIJAHHBIX 0AaHKOBCKHUX IIATC)KHBIX KapTOodeK Ha koHel 2018 roya mo JaHHBIM
Hamnmonansnoro Oanka PecnyOmuku bemapycs mpeBbicunio 15 wmuH.,
uHDpacTpyKTypa HX OOCHTYy>KMBaHHS BKJIOYaeT Oosiee 121 ThIC. 0OBEKTOB
TOProBJu U cepBuca, 0onee 4200 6ankomaros, 3100 HHHOKMOCKOB.

VYkazaHHble TEeMIMbl MPOHUKHOBEHUSI MH(POPMAIMOHHBIX TEXHOJOTUM U
OC3HAIMYHBIX TIJIaTEXKEW BO BCe CPepbl KU3HEAEATCIILHOCTH YEJIOBEKA HAPSIAY C
UMEIOIIEH MECTO HEKBATU(UIIMPOBAHHOCTHIO M HEOCMOTPUTEIBHOCTHIO
ONPEACICHHON 4acTu MOJIb30BATENECH SIBIISIFOTCSA MPEANOCHUIKON
BO3PACTAIOIIETO KOJINYECTBA KOMITbIOTEPHBIX MHIIMACHTOB.

B 3akonomarennctBe  PecmyOmukum  bemapych  mpemycMoTpeHa
OTBETCTBEHHOCTb, B TOM YHCJIE€ YTrOJOBHAas 3a COBEPILICHUE MPOTUBOIPABHBIX
NessHUI B c(pepe BHICOKUX TEXHOJIOTUM.

YT0JIOBHBIM KOJIEKCOM MPEYCMOTPEH PsJi MPECTYIUICHUH, OTHECEHHBIX K
KOMIETEHIIMY TOAPA3ACIICHUM 110 PACKPBITUIO TTPECTYIICHUM B c(hepe BHICOKUX
TexHojoruil. PaccMotpum ux nojapodHee.

Cmamos 212. Xuwenue nymem ucnonib308anusi KOMNbIOMEPHOU MexXHUKU

1. Xumenne uMyIIecTBa MyTeM H3MEHEHUs HHpopmaiuu, oOpabdaThiBaeMOil B
KOMITBIOTEPHOM CHUCTEME, XPAaHALICHCS HA MAIIMHHBIX HOCHUTEJSAX WM MEPENaBaeMOM I10
CeTSIM TMepefadd JNaHHBIX, JIMOO TyTeM BBEJEHUS B KOMITBIOTEPHYIO CHCTEMY JIOKHOU
uHpOpMAaIIHH -

Haka3bpIBaeTCs IMTpadoM, WIM JIMIICHUEM TpaBa 3aHUMATh OMPE/CIICHHbBIC
JMOJDKHOCTH WJIM 3aHMMATbCS ONPENEICHHOW JAESITENIbHOCTBIO, WJIM apecToM, WU
OTpaHUYEHHEM CBOOOIbI Ha CPOK IO TPEX JIET, WIIU JIMIIEHUEM CBOOOIBI HA TOT e CPOK.



2. To ke pesHHE, COBEPLIEHHOE IOBTOPHO, JUOO TPyHNHol JHI IO
MPEIBAPUTEIIHLHOMY CTOBOPY, JIMOO COMPSKEHHOE C HECAHKIIMOHWPOBAHHBIM JOCTYIOM K
KOMIIBIOTEpHOU HH(pOpMaLuy,-

Haka3bIBaeTcs mTpadoM, WM HUCHPABUTEIBHBIMU paOOTaMU Ha CPOK JI0 JABYX JIET,
WM apecToM, WJIK OTpaHUYeHHUEM CBOOOJbI HA CPOK OT ABYX JO MSTH JIET, U JIUIICHUEM
cBOOOJIBI HA CPOK JI0 MSATH JIET C JIMIIEHUEM IpaBa 3aHUMATh OIpeAeNICHHbIE HOKHOCTH
WM 3aHUMAaThCS ONPEAEIIEHHOMN 1eATEIbHOCTBIO WIIK O€3 JIUILECHUS.

3. JlestHus1, IpeayCMOTPEHHBIE YacTsAMH | WK 2 HACTOSIIEN CTaThU, COBEPUICHHBIE B
KpYIIHOM pa3Mmepe, -

HaKa3bIBAIOTCS JIMIIIEHHUEM CBOOOJIbI HA CPOK OT JBYX /IO CEMH JIET CO MITpadoM WU
0e3 mTpada ¢ KOHPUCKAIMEH UMYyIIECTBa WM 0e3 KOH(HUCKAaUM U C JHUIICHUEM IpaBa
3aHUMAaTh OINPEIEICHHBIE TOJKHOCTUA WM 3aHUMATHCS ONPEIEICHHOMN NEATEIbHOCThIO HIIN
0e3 JIuIIeHus.

4. JlesHusa, NpeayCMOTpPEHHbIE dYacTsMu 1, 2 wiam 3 HacTOSIIEH CTaThH,
COBEpIIIEHHBIE OPTaHU30BAHHOM TPYMION MO0 B 0000 KPYITHOM pa3Mmepe, -

HAKa3bIBAIOTCS JIMIIEHWEM CBOOOJBI Ha CPOK OT IIECTH N0 NSATHAALATH JIET C
KOH(HCKaIMe UMYIIECTBA U C JUIICHUEM MTpaBa 3aHUMATh OINPEEICHHBIE JOIKHOCTH W
3aHUMATbCSI ONPENETCHHON eATEeNbHOCThIO UK O€3 JINIIEHUS.

HeoOxomuMo  OTMETHTB, YTO  OTBETCTBEHHOCThL 3a  JCSHHI,
pENyCMOTPEHHBIE cm.2 ]2, HacTynaeT ¢ 14-n1emnezo 6ospacma.

[IpumepoM Takoro MPEeCcTYIUICHUS MOXET OBITh XMIINCHHE JICHEKHBIX
CPE/ICTB C HAWJEHHOU MO0 MOXUIIEHHOW 0aHKOBCKOM IUIATE)KHOM KApTOYKHU C
WCIIOJIBb30BaHUEM OaHKOMaTa, IUIATeXXHOTO TepMHuHaida. B mocnemHee Bpems
HauOoJsiee aKTyalibHbl (PAKThl XUILEHUN C MCIOJIb30BAHUEM PEKBU3UTOB KapT
IPU OCYIIECTBJICHUN WHTEPHET-IUIATeXKEH, a TakKe 3aBJajfieHUuE JCHEKHBIMU
CpEACTBaMM, XPaHSIIMMHUCS Ha CUYETAX PA3JIUYHBIX SJIEKTPOHHBIX IUIATECKHBIX
CUCTEM U CEPBUCOB.

Cmamws 349. HecaHKyuoHuposauHuwlil 00CMyn K KOMNbHOMepHOU uUHpopmayuu

1. HecaHKmOHMPOBAHHBIN JOCTYN K MH(OPMALMK, XpaHSIEHCs B KOMIBIOTEPHOU
CHUCTEME, CETH MJIM Ha MAIIMHHBIX HOCHUTEISAX, COTPOBOKIAIOIIMICS HAPYILIEHUEM CHUCTEMBI
3aIUThl (HECAHKITMOHUPOBAHHBIM JJOCTYN K KOMIBIOTEPHONH MHGOPMAIINN), MTOBJIEKIITHI 110
HEOCTOPOXKHOCTU M3MEHEHHE, YHUUTOKEHHUE, OJIOKMpOBaHUE MH(OPMAIIMU WM BBIBOJ M3
CTpOsl KOMIIBIOTEPHOTO 000PYA0BaHUS JTMO0 MPUUUHEHNE HHOTO CYIIECTBEHHOTO Bpe/a, -

HaKa3bIBaeTCs ITPAPOM MU APECTOM.

2. HecaHKIIMOHMPOBAHHBIN JTOCTYN K KOMIBIOTEPHOW MH(pOpPMAIMH, COBEPIIEHHBIN
W3 KOPBICTHOM WJIM WHOW JUYHOM 3aWHTEPECOBAHHOCTH, JHOO TPYIIOW JHI[ IO
NPEIBAPUTEIHHOMY CrOBOpPY, JIMOO JHUIIOM, UMEIOIIMM JOCTYI K KOMIIBIOTEPHOI cucteme
WM CETH, -

Haka3piBaeTcss IMTpadoM, WIM JIMIIEHUEM TpaBa 3aHUMATh OMPE/CICHHbBIE
JOJDKHOCTM WM 3aHUMAThCsl ONPENENIEHHOW JEATEIbHOCTBIO, WA apecToM, WIH
OrpaHMyYeHHEM CBOOOIbI Ha CPOK JI0 JIBYX JIET, WJIM JIMIIEHUEM CBOOOIbI HA TOT K€ CPOK.

3. HecaHKnMOHUPOBAaHHBIA JOCTYNl K KOMIBIOTEpHOH WHGOpMAMK JUOO
CaMOBOJIBHOE MOJIb30BAHUE 3JIEKTPOHHOW BBIYMCIIMTEIBHOW TEXHUKOM, CPEIACTBAMU CBS3U
KOMIIBIOTEPU30BAaHHOW CHUCTEMBI, KOMIIBIOTEPHOW CETH, IOBJIEKIINE I10 HEOCTOPOKHOCTH
KpyLIeHHe, aBapHio, KaTacTpody, HECUacTHBIE Cllydan C JIOAbMH, OTpHUIATEIbHBIC
WU3MEHEHUS B OKPYXKAIOILIEH Cpelie WM UHBIE TSHKKUE ITOCIIEICTBUSA, -



HAKa3bIBAIOTCA OTI'PAHUYCHUCM CBO6OI[BI Ha CpPOK J0 II[ATH JICT WA JIMIICHHUCM
CBO6OI[I)I Ha CPOK 10 CCMHU JICT.

Hanpumep — HECaHKUMOHHUPOBAHHBIN JTOCTYN (OTKPBITHE W IPOCMOTP
(aiisioB, muceM, MEPENUCKU) K DJIEKTPOHHON IMOYTE, YUYETHBIM 3alHUCSAM Ha
pa3IMUHBIX caliTaXx, B TOM 4YHUCIE B COLMAIbHBIX CETAX, K HH(OpMaImwy,
COJICpIKAILICCsl HAa KOMIIbIOTEpE, B CMapT(OHE M 3allUIIEHHOW OT J0CTYyIa
TPETHUX JIUII.

Cmamows 350. Mooughuxayus xomnviomepHotl ungopmayuu

1. U3menenune mHpopManuu, XpaHsiiencs B KOMIBIOTEPHON CUCTEME, CETH WIH Ha
MAIIMHHBIX HOCHUTENSX, JIMOO BHECEHUE 3aBEJIOMO JIOXKHOW HH(OpPMAIUU, TPHUUYNHUBIINE
CYILIECTBEHHBIN BpeJ, MPU OTCYTCTBUM MPHU3HAKOB MPECTYIUICHUS NMPOTUB COOCTBEHHOCTHU
(MomuduKams KOMIIBIOTEPHOM HHPOPMAITIH) -

HaKa3bIBAIOTCS IITpadoM, WIM JUIICHAEM T[paBa 3aHUMaTh OIpPEACIICHHBIC
JTOJDKHOCTA WJIM 3aHMMATBCS ONPENEICHHOW JCSITCIbHOCTBIO, WM apecToM, WU
OTpaHHYEHHEM CBOOOIbI Ha CPOK JI0 TPeX JIET, HIIM JIUIIEHUEM CBOOOIBI HA TOT KE CPOK.

2. Monuduxarms KOMITBIOTEPHOM uHpopMaInH, COTIpsIKEHHAs C
HECAaHKIIMOHUPOBAHHBIM JOCTYIIOM K KOMITBIOTEPHOH CHUCTEME WJIM CETH JIMOO MOBJIEKIIAs
10 HEOCTOPOKHOCTHU MOCIEACTBUSA, YKa3aHHbIE B yacTu 3 cratbu 349 Kozekca,-

HAKa3bIBaCTCSI OTPAaHMYECHHEM CBOOOJBI HAa CPOK 1O MSATH JET WIH JIMIICHUEM
cBOOOMIBI Ha CPOK JI0 CEMH JIET C JIUIICHHWEM IpaBa 3aHUMATh OIPEIEICHHBIC JOKHOCTH
WTH 3aHUMAaThCS ONPEICIICHHON NeATeIbHOCTBIO WIIA O€3 JTHIICHUS.

B kauectBe mnpumepa MOXKHO NPUBECTH IPOU3BEACHHBIE W3MEHEHUS
KOMITbIOTEPHOUN MH(POPMALIMK: TIEPENUCKA B 3JIEKTPOHHOM MOYTE, B COLUATBHOM
CCTHU, B MCCCCHIDKCPC C IIpaBaMH [ApPyroro I10Jb30BaTciisi; HM3MCHCHUC
TEKCTOBOM, rpadudeckod W WHOW HH(pOpManuu, BHECEHWE W3MEHEHUU B

3alUIeHHbIe 0a3bl JaHHBIX U T..1.

Cmamws 351. Komnvromepuuiii cabomasic

1. VYMblIUIeHHBIE YHUUYTOXXKEHHE, OJIOKMPOBAaHHE, MPHUBEACHHE B HENPUTOTHOE
COCTOSIHUE KOMIIBIOTEpHON UWH(GOpMallMd WIM MpPOrpaMmbl, JHOO BBIBOA M3 CTPOs
KOMIIBIOTEPHOT0 000pYyI0BaHUs, JUOO pa3pylIeHHEe KOMIIBIOTEPHON CHCTEMBI, CETH WIIU
MaIIMHHOTO HOCUTENS (KOMIIBIOTEPHBIN caboTax) -

HaKa3bIBAlOTCA IHTpa(I)OM, WJIN JIMIICHHUCM TIIpaBa 3aHHMATb OIPCACICHHBIC
JOJDKHOCTH WM 3aHHUMATbCs OHpG)IGJ'IGHHOﬁ ACATCIBHOCTBIO, WJIMW apcCTOM, WA
OrpaHNMYCHUCM CBO6OI[BI Ha CPOK OO ITATH JICT, WA JIMIICHUCM CBO6OZ[BI Ha CPOK OT OJHOT'O
roja g0 OaTH JIET.

2. KOMHBIOTeprIfI Ca6OTa)K, COHpH)KGHHBIﬁ C HCCAHKIHUOHHUPOBAHHBIM JOCTYIIOM K
KOMHBIOTCpHOﬁ CHCTEME HJIN CETH MO0 MOBJIEKIINN TKKHE IIOCJIEACTBUA, -

HaKa3bIBACTCs JIMIIICHUECM CBO6OI[I>I Ha CPOK OT TPEX OO0 ACCATH JICT.

3necb Mbl TOBOpUM OO0 YMBIIUIEHHOM YHUYTOXX€HMM (yJlaJeHUH,
NPUBEJCHUNA B HEMNPUTOJHOE COCTOSIHME, U(POBAHUN) KOMIBIOTEPHOU
uHdopmanuu MO0 ee OJOKMPOBaHUM (HAmpUMEpP IyTEM CMEHbI MapoJIs

JOCTYIIa, U3MEHEHUH TpaUuecKoro Kioya u T.1.).

Cmamows 352. Henpasomepnoe 3asnadenue KOMnbIOMepHoU ungopmayuetl



HecankimoHupoBaHHOE KONMMPOBAaHHE JHMOO HMHOE HEMPaBOMEPHOE 3aBJIaJCHUE
uHpopMalMel, XpaHsIeHcs B KOMIBIOTEPHOW CHUCTEME, CeTH WM Ha MAaIIMHHBIX
HOCHUTENSAX, JIMOO mepexBaT MH(GOpPMalMH, MEepeaBaeMoOil C HCIOJb30BAHUEM CPEICTB
KOMITBIOTCPHOH CBA3H, IMTOBJICKIIUC NPUYNHCHUEC CYIIICCTBCHHOTO BpCaa, -

HaKa3bIBalOTCSI OOIIECTBEHHBIMU paboTamu, WiIM MTpadoM, WU apecToM, WU
OrpaHU4YeHHreM CBOOOIbI Ha CPOK A0 ABYX JIET, WM JUIIEHUEM CBOOOIBI Ha TOT Xe CPOK.

B nmanHOM ciiydyae ydyMTBHIBarOTCS AEUCTBUSA, CBSI3aHHBIE C KOIMMMPOBAHUEM
KaKOW-T1u00 3HaUMMOM WH(pOpMaIuH, MOBJICKIITHE IPUUYNHEHUE CYIIIECTBEHHOTO
Bpena. K nmpumMepy — KomupoBaHHWE MHUCEM W3 SJIEKTPOHHOM IMOYTHI, JTUYHOU
IIEPENUCKU U3 COLMAIIBHBIX CETE€H, 3aKPBITBIX JJI IPOCMOTPA TPETbUMU
aunamu (ororpaduii ¢ KOMIbIOTEPA.

Cmamosa 353. Hzeomoenenue nub6o cObim cneyuanvbHuvlx cpeocms Ol NOJyYeHUs.
HEenpasomepHo20 00CmMyna K KOMNbIOMEPHOU cucmeme uiu cemu

UsrotoBnenue ¢ 1enbio cObITa JHOO COBIT CHEIUAIBHBIX TMPOTPAMMHBIX WM
anmapaTHbIX CPEJACTB JJs TOJYYeHHS HEMpPaBOMEPHOTrO JIOCTyNa K 3alUIIeHHON
KOMIIBIOTEPHOM CUCTEME WUJIU CETH -

HaKa3bIBAIOTCS MITpadoM, WU apecTOM, WM OTPAaHUYCHHEM CBOOOJBI Ha CPOK JIO
JIBYX JIET.

Crathss AocTaTOYHO crHenupuyHa W TPUMEHSCTCS TIpU  pa3padoTKe,
U3TOTOBJIGHUM W COBITE  CHEHUAJbHBIX  MpOrpaMM UM YCTPOMCTB,
IpeaHa3sHAuYEHHbIX [JIsI OCYIIECTBICHUS HECAHKLIMOHUPOBAHHBIX JOCTYIOB,
HaIpuMep NOAAEIBHBIX CMapT-KapT AJId IPOCMOTPa 3aKOJMPOBAHHBIX KaHAJIOB
CIYTHUKOBOTO TEJIEBUJICHUS.

Cmamovsa 354. Paspabomka, ucnonv3osanue aubo pacnpocmpaneHue 8peodOHOCHbIX
npozpamm

1. Pa3paboTka KOMIIBIOTEpHBIX MpPOTpaMM WJIM BHECEHHWE M3MEHEHUH B
CYLIECTBYIOLUIME NPOrpaMMbl €  LEIbI0  HECAHKIMOHWPOBAHHOTO  YHMYTOXKEHHS,
OJIOKMpOBaHMS, MOJAU(PHUKAIMU WM KONMHMPOBAaHUS HMHPOpPMALMU, XpaHsmiendcs B
KOMIIBIOTEPHOM CHCTEME, CeTH WM Ha MAalIMHHBIX HOCUTENSIX, Ju0o pa3paboTka
CHEIUAIbHBIX BUPYCHBIX Iporpamm, JHOO 3aBEIOMOE WX HCIOJIb30BAHHME, JHUOO
pacnpoCTpaHEHUE HOCUTENEH C TAKUMU MPOrpaMMaMH -

HaKa3bIBAlOTCS ITpadoM, UM apecTOM, MM OTpaHHMYEHHEM CBOOOJBI HAa CPOK [0
JBYX JIET, WM JIMIIEHHUEM CBOOObI Ha TOT K€ CPOK.

2. Te ke nehCTBUS, TTOBJICKIINE TSKKUE ITOCICACTBHUS, -

HAKa3bIBAIOTCS JIMILIEHUEM CBOOOIbI HA CPOK OT TpeX JI0 I€CATH JIeT.

K yronoBHoWi OTBETCTBEHHOCTH IO JAaHHOW CTaTh€ MOTYT OBbITh
MIPUBJICYCHBI JIMIIA 32 PA3padOTKy BPEIOHOCHOTO MPOTPAMMHOTO 00ECTICUCHHS,
a TakXe pa3pabOTKy M UCIOJIb30BAaHUE BUPYCOB, HAMPUMEP OJOKUPYIOIIUX
cMapTPOHBI TUOO0 MUDPYIOMIUX KOMIBIOTEPHYIO HHPOPMALINIO HA CEpBEpax.



Cmamosa 355. Hapywenue npaeun skcniyamayuu KOMNbIOMEPHOU CUCMEMbl ULU
cemu

1. YMbIUIEHHOE HApYIICHHE MPaBUI AKCIUTyaTallMd KOMITBIOTEPHON CUCTEMBI WU
CETH JIUIIOM, UMEIOIINM JOCTYII K 3TOM CUCTEME UIIU CETHU, TMOBJIEKIIIEE TI0 HEOCTOPOKHOCTH
YHUYTOXKEHHE, OJOKMpOBaHUE, MOIU(DUKAINIO KOMIBIOTEPHOU HH(pOpMAIMU, HapyIICHHE
PpaboThl KOMITBIOTEPHOT'O 000PYA0BaHUS IMOO MPUYMHEHHE HHOTO CYIIECTBEHHOTO Bpea, -

HakasbIBaeTcsl mTpadoM, WIM JIMIIEHUEM T[paBa 3aHUMATh OIpPECICHHBIC
JMOJDKHOCTA WJIM 3aHUMAThCSl OINPECIICHHON JeSITeNbHOCThIO, WJIM HCIPaBUTEIbHBIMU
paboTaMu Ha CPOK JI0 IBYX JIET, UJIM OTPAHUUEHUEM CBOOOIbI HA TOT e CPOK.

2. To xe nesHue, COBEPUICHHOE MPU SKCIUTyaTallM KOMIBIOTEPHOW CHUCTEMBI WU
ceTH, cojepxaliei nadopmaiuo oco0oil IIEHHOCTH, -

HaKa3blBAE€TCAd JIMIIEHHEM TIpaBa 3aHUMATh OIpPEACNEHHBIE TOJDKHOCTH WM
3aHUMATbHCS OTNPEICIICHHON NesSTENbHOCTHIO, MIIM OTPaHUYEHUEM CBOOOJIBI HA CPOK JI0 TPEX
JIET, WK JTUIIEHUEM CBOOOIBI HAa TOT K€ CPOK.

3. JlestHus, MPEAyCMOTPEHHBIE YACTSMU TEPBOM WM BTOPOW HACTOSIIEH CTaThH,
MOBJICKIINE 10 HEOCTOPOXKHOCTU IOCIE/ICTBUS, YKa3aHHbIE B YaCTH TpeTbel cratbu 349
Hacrosmero Koaexkca, -

HAaKa3bIBAIOTCS OTPAHMYECHHEM CBOOOJBI HA CPOK JO TMSITH JIET WIH JIMIIEHUEM
cBOOOJIBI Ha CPOK JO CEMH JIET C JIMIICHHUEM IpaBa 3aHUMATh OINpEAeNIeHHbIE HOIHKHOCTH
WA 3aHUMAThCS OTNPEICIIEHHOM 1eATeIbHOCThIO I O€3 JIUIIIECHUSI.

VYkazaHHas cTaThsi MOXKET OBITh MPUMEHEHA K JIUIIaM, UMEIOIIHNM JTOCTYII
K KOMOBIOTEPHBIM CETSIM M CHUCTEMaM, B KOTOPBIX XPaHUTCSI 3Ha4YUMas
uHpopmalus, XajaTHbIE JEUCTBUS KOTOPBIX TIPUBEIM K HAPYIICHUIO

(YHKIIMOHUPOBAHUS TAKUX CUCTEM.

OTBETCTBEHHOCTh 3a JIeSIHUS, TMPEIyCMOTpPEHHbIe cm.cm.349-335,
HacTymnaer ¢ 16-remmuezo 6o3pacma.

Taxoke ¢ ucnonb3oBaHueM ceTH MIHTEPHET MOKET COBEPIIATHCS PSi MHBIX
YTOJOBHO HAKA3yEeMbIX MPOTHUBOIIPABHBIX JICSHUIA:
— MomeHHn4YecTBO (¢1.209 YK);
— NPUYMHEHHE HMMYIIECTBEHHOro yiiepOa 0e3 mpu3HakoB XwulueHus (cT.216
YK);
— W3TOTOBJICHHE M PACHpPOCTPaHEHHWE MOPHOTPAPUIECKUX MATEPUAJIOB WU
npeaMeToB nopHorpaduueckoro xapakrepa (¢r.343 VK, c¢1.343-1 YK);
— kueBera (cT.188 YK);
— ockopousierue (ctT.189 YK);
— Pa3KUraHUE PACOBOM, HALMOHAIBHOM WJIW PEIUTHO3HOM BPAXKIBI WA PO3HU
(ct.130 YK) u unsle.

B pesymbraTe paboThI, HANpaBiICHHOW Ha BBIABICHHE M PaCKPBITHE
NPECTYIUICHUH YKa3aHHOM KaTEeropuu Ha TeppuTopuu ['poaHEHCKOM 001acTH, B
2018 rogy ObUTM TOCTUTHYTHI CIEAYIONIHE pe3yabTarhl. 3apeructpupoBano 300
(+34 x npomnwtomy roxy wmiu +12,8%) mpectymieHuit B cdepe BBICOKHX
TexHoJioruii, B ToM uucie 211 (+34, +19,2%) — mo cr.212 YK, 89 (+/-) —



MpeCTyIVICHUS TPOTUB UH(POPMAIIMOHHOM 6e30omacHocTH (67 — mo ¢1.349 YK, 3
—¢1.350 YK, 15 — ¢1.351 YK, 2 — ¢1.352 VK, 2 — ¢1.354 VK). Y aenbHblii Bec
NpECTYIUIEHU B cdepe BBICOKUX TEXHOJOTUM, MO KOTOPHIM YCTAaHOBJIEH
II0JIO3PEBAEMBI M MPOU3BOJCTBO IO KOTOPHIM OKOHYEHO B I'pomgHeHCKOU
obmactu coctaBui 50,2% 1mpu cpenHepecmyOInKaHCKoM okaszatene 42,8%.

[Io OKOHYEHHBIM TIPOWM3BOJCTBOM YTOJOBHBIM JIeJlaM  BBISBJICH
MaTepuanbHbli ymepd B cymme Ooisiee 41 Teicsum pyoOseit, /5% KoToporo
BO3MEILIEHO Ha CTaJUU CJIEICTBUS.

3a coBeplIeHHE TMPEeCTyIUIeHH B cdepe BBICOKUX TEXHOJOTHH K
YIOJIOBHOM  OTBETCTBEHHOCTH TmpuBiedeHo 106 jun, w3 Hux 2
HecoBepIIeHHONeTHUX, 30 xeHIuH, 31 — paHee CyIMMBIX.

JIBa Mecsua 2019 roma nmokasplBalOT, 4YTO  AKTUBHBIA  POCT
KHOEpIPECTYNMHOCTH MNPOJOJIKAeTCsA. 3aperucrpupoBano 138 mpectyruieHuid,
4YTO MOYTU B 2,5 pasa BbIlIE€ MOKa3aTesls aHAJIOTUYHOTO IMepuojaa MPOLIIOro
roja, u3 Hux 77 (poct Oosiee yeM B 2 pa3a) — XMILEHUS C KapT-cueToB U 61 —
npecTyIvieHuss npoTuB uHGopManroHHoW Oe3onacHoctu. Ilo Bcem akTam
XUIICHUHN yCTaHOBJICH UMYIIECTBEHHBIN yiiep0 B cymme 40,8 Toic. pyOnel uiu
B cpeanem 305 pyOuieit Ha 1 mpecTyIieHue.

Heob6xomguMo OTMETHTH, 4YTO TPECTYMHOCTb B Cc(epe BBICOKUX
TEXHOJIOTHI XapaKTepU3yeTcsl BHICOKON CTENEHBIO JIATEHTHOCTH, B PE3yJIbTaTe
Yero peajibHoe KOJUYECTBO KHOEPUHIUAECHTOB CYILIECTBEHHO BBILLIE.

B 2018 u nauvanme 2019 roma Ha tepputopun ['pogHeHCKON oOnactu
HAOIOAAeTCsl OTYET/IMBAS TEHIICHIIMS POCTa KOJWYECTBA (PAKTOB COBEPIICHHUS
MIPOTHUBONPABHBIX JE€SIHUNA B ceTh WHTEpHET, KOTOPBIE BBIPAXKAIOTCA, C OAHOU
CTOPOHBI, BO «B3JIOME€» W HECAHKIIMOHWPOBAHHOM HCIIOJIb30BAHUU YUYETHBIX
3aIMCEeN TIOJIb30BATENEH B COLMAIBHBIX CETSAX, 4 C JAPYIrOM CTOPOHBI — B
COBEPIICHUU XHUILEHUN C KapT-CYETOB TIpaxkaaH IyTEM MCIOJIb30BaHUS
KOMIIBIOTEPHON TEXHUKKM JIMOO MoIlleHHu4YecTBa. WM B 000uX ciaydasx
3JI0YMBIIIUICHHUKHT MOJIB3YIOTCS W3JIUIITHEN JIOBEPUYUBOCTHIO u
HEOCMOTPUTEIILHOCThIO CaMHUX TIOJIb30BaTEEH, a TaKXke UX XaJaTHbIM
MOAXOA0OM K oOecredeHuio 0e30macHOr0 WCIOIb30BaHMs ceTh WHTepHeT u
HEKOTOPbIM  HECOBEPILIEHCTBOM OAHKOBCKMX HHCTPYMEHTOB. (CoryiacHo
MIPOBEACHHOIO aHanu3a Takue mnpectymieHus B 2019 romy cocTaBisItOT OKOJIO
84% oT o0mero 4Yucia BcCeX BO30YXICHHBIX JEJI IO JMHUM BBICOKHX
TEXHOJIOTUU.

CHavayia TNPECTYMHUK TMOJy4aeT HECAHKIIMOHUPOBAHHBIM JOCTYN K
CPEICTBY CBSI3M C TOTEHIHUAIBHBIM TMOTEPMEBIINM, OOBIYHO ATO YUYETHBIC
3anucu B counanbHbIX ceTsix BKonTtakte, OZHOKIACCHUKH, 3JIEKTPOHHBIE
MOYTOBBIE SIIUKHU, AaKKAyHThl B Pa3JIMUHBIX MpoTrpaMmax, MpeIHA3HAYCHHBIX
s oOMeHa cooOmeHusMu, Hanpumep SKype. Yamie Bcero 3To CTaHOBHUTCS
BO3MOXHBIM BBU]ly HEOPEKHOTO OTHOIIICHHUE BJIJIEIIbIIa CaiiTa K 00ECICUCHUIO



COXPaHHOCTH KOH(UJECHIHUATbHOM uH(OpManuu (JOTMHOB, TapoJiel) o
MOJIb30BaTENAX JIMOO OECreuyHOCTH caMuX TMoJsib3oBareneil. [lpu sToM Takas
0ECeYHOCTh CO CTOPOHBI MOJIB30BaTENIe MOKET MPOSBIISITHCS B:

— TIOTMAIaHWKM HA YAOYKY JIHI], CO3/aBIINX «(HUITHHTOBBINY (MMUTHPYIONTUN
HACTOSIINN) CalT;

— BBOJIE JIOTUHOB M TMAapOJIE OT CBOMX YYETHBIX 3allMCEd B COLICETH WM
AJICKTPOHHBIX TIOYTOBBIX SIIAKOB HAa HWHBIX, HE HWMCIOIIMX OTHOIICHUS K
(yHKIIMOHUPOBAHUIO YKa3aHHBIX CEPBUCOB, CailTax;

— HCTIONB30BAaHUU MJICHTUYHBIX PEKBU3UTOB JIJISl aBTOPHU3AIlMU HA Pa3IMYHBIX
pecypcax;

— HUCTOJIb30BAHUU CIIHUIIIKOM JIETKUX MapOJIeH;

— YCTaHOBKE HEIMPOBEPEHHOT0 IPOrpaMMHOTO O0ECHeueHHUs], MpeaIaraéMoro
Ha Pa3IMYHBIX caiiTaXx, B TOM YHCJE, KOTJa TaKue MPUWIOKEHU TPEOYIOT BBO
IJIATEKHBIX PEKBU3UTOB, YUETHBIX JAHHBIX AJICKTPOHHOM MOYTHI MM aKKayHTa
B COLICETH;

— OTCYTCTBMM Ha YCTPOMNCTBaxX CpEACTB, MO3BOJSIOUX OJIOKHUPOBaTH paboTy
BPEIOHOCHBIX MPOTPamMM U JIp.

[TomyyuB pPEKBU3UTHI, 3JOYMBIIUICHHUK 3aXOJUT B YYETHYIO 3aIluCh
KEPTBBI M OCYIIECTBISET PACCHUIKY KOHTAaKTaM BJaJeliblla B3JIOMaHHOMN
YYETHOMU 3alUCU COOOIIEHUN MOIIIEHHUYECKOTO XapaKTepa.

Cnenyer KOHCTaTUpOBaTh, UTO (haHTa3Usl MPECTYNMHUKOB Oe3rpaHUYHAa,
BApUAHTOB (POPMYJIHMPOBOK TAKUX MPOCHO MHOKECTBO, MPUBEIEM HEKOTOPHIE
IpUMEPHI TAKMX COOOILIEHUIA:

— «IIpuBer, y TeOs ecThb JelcTBylolIass OaHKOBCKasi kapTouka? Moto
3a0JIOKMPOBAJIH, a KaK pa3 CEroJiHsi MHE JOJKHBI IEPEUUCIIUTh AeHbI'U. MOXKHO
s JaM PEKBU3UTHI TBOEH KapThl, HA HEE MPHUAYT JCHBIH, MOTOM TEPEBEACIIh
MHE, KOTJ]a MO0 KapTy pa30iokupytot. B nonry He ocranycs!»;

— «Jlooporo Bpemenu cytok! Kakoro 6anka y Te0s kapTouka? MIMEHHO 3TOro
MHE M HY)XKHa, 4TOOBl M30€XaThb KOMUCCHUU. MOXEIIb JaTh PEKBU3UTHI HIIU
chortorpadupoBars? TaMm eiie Ha 0OpaTHOM cTOpoHE TpU LKUGPHI ecTh. Tedbe Ha
TeneoH NOJDKEeH MPUATH KojA, Hamumu cioaa. Her, He Oecrokoiicsi, TBOM
JICHbI'Y HUKYJA HE IEHYTCS.);

— «Moxenib AaTh JIOTUH W MapoJjib OT UHTEpHET-OaHKuHTa. B Moem BbigaeT
KaKyl0-TO OIIMOKY, XOUy MPOBEPUTH, €CTh JU B TBOEeM Takoiul Oar. Ilnarexeit
Jenath He Oyy, MBI XK€ ApYy3bs!»

— «lIpuser, apyr, a1 Haxoxych B Poccuu, y MeHsl yKpalld KOLIeNeK U TenaedoH.
Cpo4HO HYXHBI JeHbIM Ha Ouyer nomMoil. OThnpaBb MHE Ha KapT-CUET
(MOOUNBHBIN HOMED TenedoHa, KOLIEIEK B JIEKTPOHHBIX IUIATEKHBIX CHCTEMaX
Aunnekc.Jlensru, QIWI, WebMoney wnu apyrux) omnpeneiieHHyro cymmy. Ilo
IIPUE3Ly BCE BEPHYY;



— «SI momoraro B cOope CPeACTB JJis JICUCHUSI MOEU JalbHEW pOJICTBEHHUIIbI, Y
HEee cepbe3Hass OoJe3Hb, HYXKHO MHOTO jeHer. llepeuucnu, eciu ecTb
BO3MOYXHOCTh, XOTh KaKy0-TO CyMMY Ha KOIIIEJICK.

Jlanee TMpecTyNHHUKY OCTaeTcs KJaTh OTKJIMKAa OT HUYEro He
M10/1I03PEBAIOIIUX COOECETHUKOB U MPOSIBISTH CBOU CIIOCOOHOCTH B PUTOPUKE U
yOCXKICHUMU.

B cnydae, koria moTepneBIIMil OT3BIBAETCA HA YJIOBKY MPECTYMHUKA U,
Oyayun OOMaHyTBhIM, CaM OCYIIECTBJISIET MEPEBOJ CPEACTB HA MPEITI0KECHHbBIC
PEKBU3UTHI, B JICUCTBUSX 3JIOYMBIIUICHHUKA YCMaTPUBAETCAd  COCTaB
IIPECTYIUIEHUS, IPEAyCMOTpPEHHOro crarbe 209 VYTomoBHOro Kojaekca
Pecnyonuku benapych «MollleHHUYeCTBO» (B 3aBUCUMOCTA OT CYMMBbI
MOXUIIIEHHOI'O0 MaKCHUMaJlbHasi OTBETCTBEHHOCTh MOJKET COCTaBIISITh KaK TPH,
TaK M JACCATH JIET JUIIICHUS CBOOOIBI).

Korma wumeer MecTo mnpeAaoCTaBiICHHUE MOTEPHEBIIMM IUIATEAKHBIX
PEKBU3UTOB M OCYIIECTBICHHUE TPaH3aKLUMI 3JIOYMBIIUIEHHUKOM ITIyTEM HX
BBOJIa HA Pa3IMYHBIX CalTax, MOAAECPKUBAIOIIMX BO3MOKHOCTh COBEPILICHUS
IJIATeKHBIX ~ OMNEpaluid, HUMEET MecTo cTarbsd 212 «XulleHue mnyTem
UCIIOJIB30BAaHUSI KOMITBIOTEPHOU TEXHUKHW» (TaKK€ B 3aBUCUMOCTU OT CYMMBI
MaKCUMaJIbHOE HaKa3aHWE BapbUpyeTcs oT 3 10 15 ser nunieHusi CBOOOAbI, IPH
TOM 3aKOHOM HE€ MPEAyCMOTPEHA MUHHMAaJlbHAsg CyMMa XHIleHUs1). B maHHOM
Clly4ae TMoJi pEKBU3UTAMH KapThl HEOOXOIMMO TOHUMATh:

— 16-3HauyHBIl HOMEpP KapThl, CPOK JCHCTBUS, UM Biajeiblia (3TU JaHHbBIC
yKa3aHbl Ha JIMIIEBOM CTOpOHE KapThl), oOblyHO 3-3HauHbli CVC-koa c
oOpaTHOM CTOPOHBI KapThl, KOJ TOATBEPKIEHUS TpaH3zakiuu J3D-Secure
(MOXeT 3amaBaThCs MOJB30BaTENEM JHUOO0 (POPMUPOBATHCA MPOIECCUHTOBBIM
IIEHTPOM U HAMNpaBIATHCS HAa MOOWIBHBIA HOMEp BIaJAeNblla KapThl
nocpenctsoM SMS mim push-yBemomiieHus);

— JIOTUH ¥ Tapojb JOCTyNMa K CHUCTEME JIUCTAaHIMOHHOTO OaHKOBCKOTO
oOcnmyxuBaHus (MHTEpPHET-0aHKUHTA), @ TaK)KEe KOJI TIOATBEPKIEHHUS JOCTYIIA C
KapThl KOJOB MO0 JMHAMUYECKHA KOJI, HAIIPABJICHHBIM Ha MOOWIHHBIM HOMEP
BJIQJICTIbIIA KapThl TocpeacTBoM SMS wm push-ysegomieHust.

Hanmuuue y TpeTbux JuIl YKa3aHHOW BbIIE MHGOPMAILMK MMO3BOJISIET UM
COBEpIIIaTh pacxoiHble omepanuu B ceTu HHTepHeT, Hampumep IepeBoj
CpPEACTB Ha JApPYyrue KapThl, NPUOOPETEHHE DJICKTPOHHBIX JEHEr, OIUIaTy
TOBApOB M YCIIYT B IMpefeax OajaHca KapTouku. B HEKOTOPBIX clydasX JOCTYII
B HHTEPHET-OAHKHHI TMO3BOJISIET PAcCHOpPsKATHCS JIETIO3UTAMHM  KJIUEHTAa U
oG OpMJIIATH 3asIBKH Ha TIOJyYCHUE KPEIUTOB.

Heob6xoaumMo OTMETHTH, YTO COBEPIICHHE TPaH3AKIUNA MO OAHKOBCKUM
IUIATEXKHBIM ~KapTOUYKaM CaMHUM  BIAJEbleM JIMOO HapyllleHWe MpaBuil
MOJIb30BaHUsI KAPTOYKAMHU, BBIPA3UBIIEECS B NIEPEAAYE IIATEKHBIX PEKBU3UTOB
TPETBUM JIMIAM, MPAKTUYECKHM HE OCTABIIET IIAHCOB BEPHYTH JICHEKHBIC



CpEICTBA C MCHOJB30BAHUEM JEHUCTBYIOIIEro B benapycu nmpuHIuMna HyJeBOH
OTBETCTBEHHOCTH T0JIb30BaTENe 0AHKOBCKUX KapTOUEK.

VYuuTbiBasg  U3J0KEHHBIE  BbIIE  (PAKThl, MPUBEAEM HEKOTOPBIE
pEKOMEHAALMK ISl TI0JIb30BATEIE CETH MHTEPHET, KOTOPbIE MOTYT CHHU3UTh
BEPOSITHOCTH COBEPIICHHS B OTHOIIIEHUH HUX MPOTUBOMIPABHBIX JICIHUM:

— Il BBIXOJIa B CEThb MHTEPHET HCIOJB3YHTE YCTpPOMCTBA, HAa KOTOPBIX
YCTaHOBJIEHO CHEIHAIbHOE IPOrpaMMHOE OOecrieueHue, MpeHa3HaueHHOE JIsl
O0pBOBI C BPEIOHOCHON aKTUBHOCTHIO, CBOCBPEMEHHO OOHOBJISIUTE €T0;

— HCTONB3YUTE ONEPAMOHHYIO CUCTEMY C YCTAHOBJIEHHBIMU OOHOBJIEHUSMHU
0€30MacCHOCTH, aKTyaJlbHblE BEPCHUU JPYroro HpOrpaMMHOTO obOecreuyeHus,
CKa4aHHbIE U3 O(PUIUATBHBIX MAra3uHOB MPUIIOKECHUI;

— NIpU UCIOJb30BAHUM M3BECTHBIX Bam caiiToB, oOpamiaiiTe BHUMaHHE Ha UX
BHEUIHUI BUJ U aJpec: BO3MOXHO BbI 3all11 Ha MOAIETBHYIO €r0 KOHIO;

— BBOJUTE JMYHYIO HMH(OpPMALMIO TOJBKO Ha BeO-caiiTax, paboTaroummx C
UCIIOJIb30BAaHUEM 3alMUIEHHBIX MPOTOKOJIOB (OOBIYHO B Opay3epe psiioM C
aIpecoM TaKoro caiTa 0ToOpa)kaeTcsl 3HaYOK 3aMKa Ha 3eJIEHOM (poHe);

— HE UCHOJIb3yWTE OJJMHAKOBBIC JIOTUHBI U TAPOJIU Ha PA3IUYHBIX caiiTax;

— HE UCIOJIb3YWTE CIUILIKOM JIETKUE MapoJIid, JTUOO0 T€, O KOTOPBIX MOXKHO JIETKO
noragatbesl (AaTbl POXKIAEHUS, HOMEpa TeledOHOB U T.1.), NMEPUOIUUYECKU
VU3MEHSWTE CBOU MapoJIH;

— 10 BO3MOXXHOCTH HCHOJB3YHTE NBYX(PAKTOPHYIO ayTeHTH(PHUKALMIO0, KOI/Aa
KpOMe BBOJA JIOTMHA W TNapojs HEoOXOIMMO BBOAUTH BPEMEHHBIN KO,
OTHpPAaBIsIEMbId OOBIYHO Ha MOOWJIBHBIM TeiaedoH B Bujae SMS-cooOmieHus
60 push-yBenomienus;

— OCTeperaiTech HEOXKUJAHHBIX WM HEOOBIYHBIX AJIEKTPOHHBIX COOOIICHHIH,
Jla)Ke €CJIM BaM 3HAKOM OTIIPaBUTENb, HUKOT/Ia HE OTKPBIBAWTE BIOXKEHUS U HE
NEePEXOJUTE MO CChIIIKaM B TAKUX COOOIICHUSIX;

— C OCTOPOXKHOCTBbIO OTHOCHUTECh K MHCbMaM, B KOTOPBIX 3alpalinBaroTCA
JaHHbIe CUeTOB ((PUHAHCOBBIE YUPEKIACHHS MOYTH HUKOI/A HE 3alpalluBaoT
(¢uHAHCOBYIO MH(GOPMALIMIO TIO 3JIEKTPOHHOU MOYTE), HUKOTJAa HE OTHPABIISIATE
(¢brHaHCOBYIO MH(POPMAITUIO 110 HE3AIUIIEHHBIM HHTEPHET-KaHalaM;

— MIpPH MOCTYIUIEHUH COOOIIEHUI OT 3HAKOMBIX, COJAEpKAIIUX MOOYKJIECHHUE K
OCYIIECTBJICHUIO (PUHAHCOBBIX TpaH3aKIUK JHO0 Tmepenaye (HUHAHCOBBIX
PEKBHU3UTOB, 00s3aTENIBHO HEOOXOJUMO MPOBEPUTH JAHHYIO HWHOOPMAIHUIO C
UCIIOJIb30BAaHUEM JPYTUX KaHAJIOB CBs3W (JIMYHAs BCTpeya, TeaedOHHBIM
3BOHOK, MECCEH/KEP, MOANECPKUBAIONIINI TOJIOCOBYIO CBS3b), IMOO B KpaliHEM
ciyyae  UACHTUULUMPYHUTE  JUYHOCTh  CcOOECeAHUMKA  IMyTeM  3aJauu
KOHTPOJIBHBIX BOIIPOCOB, OTBETHI Ha KOTOPhIE HE MOTYT OBITh H3BECTHBI
TPETHUM JTUIAM;

— HE XpaHUTE PEKBU3HUTHI KapThl B OTKPHITOM JOCTYyIE, B TOM YHCJIE B BHUJE
¢dotorpaduii, He epeaBaiiTe KapTy TPETbUM JIULAM;



—eciii Bbl He wucnonp3yere OaHKOBCKYKO IIIATEXKHYK KapTOUKy I
OCYUIECTBJICHUSI HHTEpPHET-IJIATeXKeil, oOpaTuTech B OaHK [Js yCTaHOBKH
COOTBETCTBYIOIINX OIPAHUYECHUM JIJIS1 KAPThI;

— UCIOJB3YWTE UIA IUIATEXKEH B CETU HWHTEPHET CHEUUAIM3UPOBAHHBIC
KapTOUYHbIE MPOAYKTHI C OTACIBHBIM CUETOM, 00s3aTeIbHO moAKIoYnTe SMS-
UH()OPMUPOBAHUE O COBEPUICHUU PACXOAHBIX TPAH3aKIUH;

— IPU OCYLIECTBICHUM HWHTEPHET-IUIATEKEN IO BO3MOKHOCTH HCIOJIB3YWTE
TEXHOJIOTMM OO0ecreyeHusl JOMOIHUTEIHHON 0€30MacHOCTU TIIaTeXel, Takue
kak 3-D Secure nns MexIyHapOJHBIX IUIaTeXHbIX cucteM Visa u MasterCard
unu Unatepuer llapone nns mnarexnou cuctembl bEJIKAPT;

— B Clly4ae MOJy4yeHuss MH(OpMaIMK O HECAHKIMOHUPOBAHHOM CIHCAHHUU
CPEICTB C KapTOUKH HE3aMEMJIUTENbHO MPUHUMANTE MEpPbl K €€ OJIOKHpPOBKE
nyTeM oOpaunieHusi B ClykOy MOJAepKKM OaHka 1o TenedoHy Jubo uepes
WHTEPHET-O0AHKUHT, a TaKXke oOpamjaiiTech B OaHK C I€JbI0 MHULIMUPOBAHUS
IpoLEeAypbl  ONMPOTECTOBAHUS MOIIEHHUYECKHUX TpaH3aKUUWA, a TaKke
pPaccCMOTPEHUSI BO3MOXKHOCTH BO3BpaTa JEHEXKHBIX CPEICTB B COOTBETCTBHH C
IPUHLMUIIOM HYJIEBOW OTBETCTBEHHOCTH.

K coxasieHnro, 1aTh peKOMEHAALUHU O MOBEJACHUHN B KAXKJIOM BO3MOXKHOM
cllydae Hesb3s, HO B OOILIEM MOXHO HPEIJIOKUTh IOJIb30BATENSAM B JIF0OOH
CUTyallUM HE TepsSITh OIAUTENBHOCTh W KPUTHYECKOE OTHOIIECHHE K
IPOUCXOASIIEMY B CETH UHTEPHET.

B ciyyae cosepmieHuss B OTHOLIEHUM Bac NpPOTUBOIPABHBIX JESHUM,
pekoMeHayeM Bam B kparyaiiime Cpoku oOpaTUThCA B OpraHbl BHYTPEHHUX
el TO0 MECTy JKHTEIbCTBa JuOO0 OOHapyxkeHus ¢akTa COBEPIICHUS
IPECTYILICHUS.

Bamia OpurensHOCT, yOepexker Bac u  Bammx 3HakoMmbBIX  OT
IPOTHUBOINPABHBIX NOCITATENBCTB CO CTOPOHBI TPETHHUX JIHL!

OPIICBT KM VYB/I I'pognenckoro o6iaucnoikoma



